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Italy, 1996, p. 22.
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|. INTRODUCTION

In many international criminal justice or criminology semi-
nars and conferences, organized crime has been identified as one
of the most important issues the international community is fac-
ing. However, there is no internationally recognized definition for
organized crime or what constitutes an organized crime group. In
my experience, organized crime is defined according to the inter-
ests of the people discussing the matter.

On this note, some may consider a meticulously planned
bloody mass murder to be the work of an organized crime group.
Others may think that drug trafficking is the most lucrative busi-
nessfor Mafiatype organizations. Some experts on computer crime
may contend that information and data delivered by computer net-
works is increasingly becoming the target of organized crime
groups. Others may say that white-collar crime, such asfinan-
cia fraud, corruption and money laundering fall within the scope
of activities engaged in by organized crime groups.

In other words, any type of crime can be the subject of organ-
ized crime. Organized crime is the product of greed of a specific
group of people and therefore, where there is room to gain huge
illicit profit, there is room for organized crime.

In this connection, there exists research concerning the extent
of the monetary damage sustained as aresult of the commission of
organized crime. However, nobody knows whether the estimated
cost is accurate.

From the perspective of alaw enforcement official, it is most




important to arrest criminals and gather sufficient evidence to
successfully prosecute and punish them, and by doing so, it may
curb organized crime little by little.

In my paper, | will refer to types of organized crime groups
and typical crimes committed by them in the Asia and Far East
context. Additionally, reference will be made to countermeasures
against organized crime.




II. WHAT ISORGANIZED CRIME?

| will refer to several criminal groups which are regarded as
typical organized crime groups and their major illicit activities.
After that, | will touch upon the definition of organized crime.

A. Mafia, La Cosa Nostra, Boryokudan, Chinese
Triad, and Colombian Cartel®

Mafia, one of the most visible and notorious organized crime
groups, is not a specific gr oup of criminals. Rather, the term
Mafiarefersto atype of organized crime group. The Mafia's ori-
gin can betraced back to the early nineteenth century in Italy. They
were local bossesin the rural area who became rich by exploiting
sharecroppers, someti mes using violent means. These bosses
gradually developed intimate relationships with powerful politi-
cians, bureaucrats and businessmen thereby becoming political
themselves. One of the more famous Mafia type groups gained
political power in Sicily. A significant characteristic of the Mafia
group, which isanalogically called afamily, isthat it operateslike
a pyramid. The members keep strong ties to each other and are
governed by a code of silence, violation of which means death.
The Mafia engages in arange of illegal acts, including drug traf-
ficking, armstrafficking, theft of vehiclesand fine art, human traf-
ficking, prostitution, and gambling. It iscommonly understood that
the Mafialaunders dirty money and investsin licit activities.

In Italy, the struggle between the Mafia and law enforcement

(1) Hisao Kato, Organized Crime Researchs, Tokyo: Seibundo, 1993. p. 30.




has had a long history. Although many precious lives have been
lost during this struggle, anumber of Godfathers have been caught
and brought to justice. However, to date, there remain some ten
thousand Mafia members.

Since the Mafia is well known, the word Mafia is synony-
mous with organized crime group. Some Mafiagroups migrated to
North and South America. Some of these groups evolved into other
kinds of organized crime. For example, in the United States, La
CosaNostraisan organized crime group whose originissaid to be
the Italian Mafia. La Cosa Nostra is involved in drug trafficking,
gambling, armstrafficking, prostitution, extortion, skimming pub-
lic and private work contracts, and influencing unions .The or-
ganization comprises of 3,000 individual soldiersin 25 families,
five of which are based in New York.

Inthe United States, however, various M afiatype groups exist
such as the Mexican Méfia, the Chinese Triad, and Vietnamese
Gangs. The Japanes e Boryokudan isanewcomer but isbecoming
one of the more powerful organized crime groups in the United
States.

Boryokudan means organized crime group in Japanese. The
Boryokudan is well known and feared by citizens in many coun-
tries. The Bokyokudan's characteristics are similar to the Mafia

The Boryokudan can be traced back to the feudal erain nine-
teenth century Japan. Members of the Boryokudan were mainly
professional gamblers and street peddlers who were dropouts from
legitimate society. However, at that time, such dropoutsweregiven
their territory, and they did not interfere with | egitimate soci ety under
the rule of Samurai lords. After Japan's modernization (The Meiji




Restoration 1868) and the legitimacy of the government was
recognized, the Boryokudan were regarded as outlaws and gradu-
ally increased their criminal activities. They repeatedly split and
merged among themsel ves playing the power games sometimes|ead-
ing to violent struggles. They engaged in criminal activitiesfor their
livelihood including gambling houses and brothels, extortion, loan
sharking, as well as drug trafficking. In keeping with socio-eco-
nomic changes in Japan, they expanded their activities to other lu-
crative businesses such as restaurants and bars, construction,
financial business, and real estate. Although such businesses are
licit, the violent characteristics of the Boryokudan surface when-
ever they reach astalemate position with respect to these businesses.

Although the Boryokudan is structured like a pyramid, it diff
ersfromtheltaian Mafia. Thetop figure of the dominant Boryokudan
group is like a union leader with secondary level group leaders be-
low him. Such secondary level group leaders can organize a second
level unionwhich consistsof thethird layered group leaders. A leader
of alower group may also be amember of upper group. On the other
hand, lower groups may be smaller but relatively independent groups.
Thus, the Boryokudan groups are united with loose bands under an
unwritten code of conduct. Theupper  group hastheright to collect
tax-like money from lower groups. Otherwise, the upper group gives
alot of autonomy to the lower groups. In 1997, there were approxi-
mately 45,000 full time and 35,000 associate Boryokudan members®.
They have expanded their activities globally and now havelinksto
other organized crime groups in Colombia, Germany, Chinaand the
Russian Federation.

(1) Paper presented by a Japanese participant at UNAFEI, National Police
Agency, 1998




The battle between Japanese law enforcement officials and
the Boryokudan has a long history, however, only recently have
new regulations and legislation in relation to organized crime been
considered.

The Chinese Triad® originated from Southeast Asia, specifi-
cally, Hong Kong and Taiwan. Some of the group members mi-
grated to other parts of Asia, the United States, and Europe and ex
panded their business. Chinese Triads employ around 170,000 per-
sons headed by aBoss, an Under Boss, and a Recruiting Boss. The
majority of the organizationismade up of soldiers. They engagein
various types of seemingly legitimate businesses, however,these
businesses are usually supported by illicit businesses such as drug
trafficking, loan sharking, extortion, gambling, and smuggling in
illegal aiens.

In the early 1980s, one of the Chinese Triad groups called
14K Triad invited some Chinese Mafiagroup leadersfrom the
United States, Canadaand Taiwan to aHong Kong Summit to forge
cooperation with one another and to share their respective busi-
nessterritoriesto perpetuate their co-existence and co-proliferation.

The Colombian Cartel consists of dozens of groups which
mainly engage in cocaine trafficking. The two dominant groups
are the Medellin and Cali Cartels, named after the cities where
their operations are centered. Some 75% of al illegal trafficking
of cocaineto the United Statesfrom Latin Aiscontrolled by these
groups. Their organizational structure is similar to that of a big
company with severa divisions and sections wherein a group of
experts work towards a common goal. For example, the organiza-

(1) World Drug Report, UNDCP, 1997
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tionisdivided into production, distribution, and specialization sec-
tions employing forgers, bankers, attorneys, drug couriers, extor-
tionists etc. The structureisvery beneficial in so far asit promotes
organized and concerted activities and protects the organization
and its high-ranking officers.

B. Terrorist Groups:

Terrorist groups engage in destructive actions motivated by
political purposes. Whether such groups should be included under
the category of organized crimeis the subject of controversy.

I will not discuss political intentions of terrorist groupsin this
paper, however, later | will address the illegal activities of such
groups including bombing and narco-terrorism.

C. Gang Type Groups:

This type of group is often seen in North America and Asia.
Such groups do not have strong bonds amongst members or with
other groups. To date, gangs have not been well organized, but
there are signs that they are becoming more organized and also
strengthening their relationship with other organized crime groups.
In most cases three or more people engage in a specific crime,
such as drug trafficking, gambling, and extortion.

In the United States, young boys sometimes form gangs and
engage in petty crimes such as vandalism, small fights, and extor-
tion. However, some gangs have expanded their activities to drug
trafficking and sometimes more violent activities.

In many cities of Japan, alot of hot-rodder groups exist. Their
main activitiesinvolve running in the street without respecting traf-
fic rules and disobeying police instructions. They sometimes com-
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mit violent crimes such as assault against ordinary citizens.
Some groups have characteristics that make them candidates for
the Boryokudan in their adult years®.

D .Corporate Crime and Other Types of Groups:

Corporate crime has sometimes been regarded as criminality
different from organized crime. However, recent cases such asthe
Bank of Credit and Commerce International (BCCI) case shows
that a lawfully established corporation can become a criminal
organization.

In Japan, the president and number of hissubordinatesat Keizai
Kakumei Club (KKC), (literally meaning in English Economic
Revolution Club) were arrested in 1997 and KK C was determined
to be an organizational fraud group. The president of KKC and his
subordinates collected money from unsuspecting victims
fraudulently promising a400 percent profit within ashort period
of time. The number of companiesengaging in thistypeof fraudis
increasing and under some circumstances, such companies can be
regarded as organized crime groups.

Religious groups can also become criminal organizations. For
example, the Aum Sinrikyo case of 1995, known as the sarin gas
attack on the Tokyo Metropolitan subway, claimed 11 lives and
injured approximately 4,000. Thisgroup was originally established
according to the law but when the number of members increased
up to around 10,000, was recognized as a organized crime group.
They committed several murders, produced illicit drugs, engaged

(1) Some 20 / of hotrodder groups in Japan have some relationship with
Boryokudan groups according to the National Police Agency's research.
Asahi Newspaper, October 3, 1998.
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in extortion, abductions and so on under Asahara Shoko, their
mastermind and guru. This group may be defined as a terrorist
group since Asahara seemed to have the political intention to top-
ple the legitimate Government of Japan. However, most of the
lower rank members had no such political intention.

Another type of organized crime group known as Snake Head
exists in Japan and southern China. Compared to the Boryokudan
or Chinese Triad, their organization is poorly structured with less
continuity and fewer members. However, they engage in various
illegal activities such as illegal human trafficking, illegal immi-
gration, drug and arms trafficking. In recent years, several cases
suggested aclose relationship between the Snake Head groups and
the Boryokudan.

E. Definition of Organized Crime;

As | aready mentioned, there is no internationally recog-
nized definition of organized crime. Some endeavor has been made
inthisregard, and | will address those efforts.

Firstly, | will show the way the Naples Political Declaration
and Global Action Plan against Organized Transnational Crime, Arti-
cle 12 of the Global Action Plan against Organized Crime tries to
access to this problem.

It says.

"While not constituting a legal or comprehensive definition of the
phenomenon, the following qualities are characteristic: group organi-
zation to commit crime; hierarchical links or personal relationships
which permit leaders to control the group; violence, intimidation and
corruption used to earn profits or control territories or markets; laun-
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dering of illicit proceeds both in furtherance of criminal activity and to
infiltrate the legitimate economy; the potential for expansion into any
new activities and beyond national borders; and cooperation with other
organized transnational criminal groups.

Inview of the foregoing, aworking group wasest ablishedin
April of 1998 by the Commission on Crime Prevention and Crimi-
nal Justice of the United Nations Economic and Social Council®.,
The working group has engaged in discussions on a draft conven-
tion against organized transnational crime. During thisd iscussion,
Articles 1 and 2 of the draft convention attempts to define the ob-
jective and scope of the convention. Severa approacheswere shown
by some delegates in terms of the definition of organized crime. It
does not seem to be an easy task for the international community
to reach consensusin thisregard. The convention is aimed to con-
clude by the year 2000 and now the working group isinvolved in
informal meetings.

In another attempt to define this organized crime, an official
of Ministry of Justice of Japan® wrote:

If wetry tofind out itscommon coreimage of organized crime,
it could be said that it is a criminal activity or a series of criminal
activities which are continuously or continually committed by a
member or members of a continuous as sociation or a group of
considerable number of personsand acriminal activity or series of
criminal activities which are committed for the purpose of facili-
tating criminal activities or other illicit activities by such an asso-

(2) United Nations Commission on Crime Prevention and Criminal Justice,
Report on the Seven th Session (21-30 April 1998).

(1) Yuki Furuta, former Assistant Vice-Minister, Chief Public Prosecutor
Maebashi District Prosecutors Office .
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ciation or agroup. Thus, neither plurality of offendersisan indis-
pensable element nor crime committed in highly organized form
by plural offendersis necessary(sic).

F. Purpose of Organized Crime Groups:

In short, the purpose of organized crime groups is to acquire
money and polit ical and economic power. Although they resort to
both legal and illegal measures to obtain money and power, once
they face a stalemate situation, or obtain enough money or power
to control a certain segment of society, their real face as criminals
surfaces posing athreat to society.

For some organized crime groups, especially traditional Ma-
fia type groups, the maintenance of their organization and power
over certain members of society isitself the purpose of their exist-
ence. SO, if anew organized crime group emerges or if the gov-
ernment tries to suppress their activities, they may fight back for
their survival. Under such circumstances, such organizations could
be most dangerous and detrimental to society.

15




[11. CURRENT SITUATION OF
ORGANIZED CRIME IN
ASIA AND FAR EAST

A. General Observation:

Generally speaking, the biggest and most lucrative business
of organized crime groups in Asia and the Far East is the illegal
drug business. Although contradictory data exists, one can specu-
late that numerous orga nized crime groups of varying sizes are
involved in cultivation of opium or cannabis, the transformation of
raw materials, international trafficking, drug distribution to desti-
nation countries, and money laundering of drug money. The most
famous groups are Chinese Triads (Hong Kong and Taiwan),
Boryokudan (Japan), and the Khun Sa(Thailand). Also millions of
smaller groups engage in thisbusiness utilizing their criminal con-
nections with other groups to facilitate their activities.

Other illegal activities committed by organized crime groups
arearmstrafficking, human trafficking or smugglingillegal aliens,
trafficking stolen vehicles, controlling prostitution businesses, gam-
bling, loan-sharking and other underground financial businesssuch
asHawalain Indiaor Pakistan.

Generally speaking, most organized crime groupsin Asia, ex-
cept the Boryokudan and Chinese Triad, seem to be centralized
and small in size. Such small groups are eagerly seeking ways to
co-exist with other groups and strengthening their ties with each
other. There are a few very rich kingpins whose earnings are the
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product of illicit drug trafficking and other illegal activities, but
there are huge numbers of organized crime members whose earn-
ings are moderate and who live almost the same type of life as
ordinary citizens. Only lower ranked members are exposed to the
risks of being arrested by law enforcement agencies and sacrificed
by opponent groups. They might be said to be exploited human
resources by such kingpins.

If we observe the current situation from an historical and cul-
tural view point, the root of organized crime lies in the difficult
social and economic situationsthey faced in their respective coun-
tries such as poverty, high unemployment, political instability, low
literacy rate, and so on. Many of the criminal organized crime group
members originally began their commitment to such activities to
earn aliving.

B. Situation of the Organized Crimein the Selected
Countriesin Asia and Far East:

1. China

Thereisavery limited amount of credible data regarding
organized crime in China. However, in terms of organized crime
related to drug trafficking,the Inter national Narcotics Control Srat-
egy Report (March 1998, United States Department of State Bu-
reau of International Narcoticsand Law Enforcement Affairs), sug-
gests that as aresult of China's proximity to Laos, Myanmar, and
Vietnam (The Golden Triangle), Chinais one of the most promi-
nent drug transit points in Asia. Around 90,000 drug arrests were
made in 1997. More than 5,400 tons of heroin was seized from
January to October 1998 in China. Recently in China, a number of
suspects from Laos, Myanmar and Vietnam were arrested.
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Regarding other types of organized crime, there are some re-
ports which indicate that there exists in China a mysterious un-
derground organizations called the "Black Society.” Members of
the Black Society engagein varioustypes of crimesincluding kid-
napping, human trafficking of children and women, murder, extor-
tion, robbery, etc.

Most criminal organizationsin Chinaincluding the Black So-
ciety are said to be rather small in scale and shorter in life span.
However, they continueto mushroom and the number of such
groups are significant. According to one UNAFEI participant (De-
cember 1996), the police in China disbanded 140,000 criminal
groups and arrested 540,000 peoplein 1995@,

2. Hong Kong

Asmentioned earlier, thereexist Chinese Triad groupsin Hong
Kong, the most notorious being the 14K. Chinese Triads engagein
various types of crimes, such as drug trafficking, loan sharking,
gambling, racketeering, smuggling merchandized good, money
laundering and smuggleillegal aiens. Their original center of op-
eration was in Hong Kong and Taiwan, however, they have ex-
panded their activities world wide.

Not all Hong Kong organized crime groups belong to Triads.
There exist numerous smaller organized crime groups which are
less hierarchical and less dominant than the Triad. However, they
have strong horizontal relationships not only to similar organiz
ations in Hong Kong, but also with other organized crime groups
abroad and engage inillegal activities similar to the Triads.

(1) United States, Department of State Bureau of International Narcotics and
Law Enforcement Affairs. The International Narcotics Control Strategy
Report (March 1998).
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Of dl theillegal activitiesthe organized crime groupsin Hong
Kong engage in, drug trafficking is the most conspicuous. Hong
Kongisatransit point for drug traffickers transferring opiates and
heroin from the Golden Triangle to the United States. Moreover, a
number of organized crime groups engage in drug trafficking not
only in their own territory, but abroad such asin the United States
and Canada with the collaboration of aligned organized crime
groups including the Boryokudan and La Cosa Nostra. Recently,
organized crime groups in Hong Kong have also acted as a bridge
between drug producing countries to Mainland China. The
number of drug arrestsin 1996 was 14,827.

3. India®

In India, thousands of organized crime groups of varying sizes
operate in the cities and country side. They engage in crimes in-
cluding drug trafficking, murder, bombings, and kidnapping. There
were 14,673 drug trafficking arrestsin Indiain 1995, many of them
at the border area between Myanmar and India.

The illegal activities by the Hawala are also noteworthy.
Hawala is an underground banking system operating in India and
isused by drug traffickers, armssmugglers, kidnappers and other
criminals. This system operates internationally so that the flow of
money is secured with the help of a network of illegal banking
systemsin other countries.

Terrorism is a serious problem in India. However organized
crime is defined, and even if terrorists actions are excluded from
the category of organized crime, terrorists groups depend, in part,

(1) The source of information isfrom Mr. Madan Lal. Sharma, visiting expert
fot the 108th International Seminar
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on other criminal acts for financing. Therefore, terrorists groups
are sometimes involved in kidnapping, extortion and drug traf-
ficking. In such cases, itisnot inappropriateto call the activities of
terrorists organized crime. Additionally, drug traffickers are some-
times involved in murder, kidnapping, arms sales, and other vio-
lent offences in order to protect their so urce of income. In these
cases, we use the term narco-terrorism.

Although there are no official reports or statistics on organ-
ized crimeitself, there are anumber of significant organized crime
groups.

The Bombay Gangs which operate in Bombay originally
smuggled illicit liquor, gold and silver. However, since such busi-
nesses have become less lucrative, Bombay gangs now engagein
other activities. There are four maor groups among the Bombay
Gangs. The Dawood Gang witha membership of 4,000 to 5,000
areinvolved in transnational crimes, such as smuggling drugs and
other goods, extortion and contract killing. The leader of the
Dawood Gang, however, has invested heavily in legitimate busi-
nesses such as construction and management of shopping centers,
hotels and trading companies. TheArun Gawli Gang witha mem-
bership of 200 to 300 is involved in collecting protection money
from rich businessmen and contract killings. The Amarnaik Gang
with amembership of 200 survive by collecting money from street
venders. The ChotaRagjan Gang, formerly part of the Dawood Gang,
created in 1994-1995 hasamembership of approximately 800. They
areinvolved in drug trafficking and contract killings. The Bombay
Gangs sometimes fight with each other for hegemony. In 1993,
such inter-warfare caused serial bomb blasts and a number of
deaths.
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The Delhi Gangs engage mainly in kidnapping for ransom,
targeting rich businessmen and professionals. The numbers of ar-
rests related to this kind of kidnapping in Delhi in 1993, 1994,
1995, 199 6 and 1997 were 76, 86, 81, 59, and 45 respectively.

One powerful gang near Delhi (Uttar Pradesh) which formerly
had 50 members, is aso involved in murders and kidnappingsin
which ransom money is paid through anillegal underground bank
system, referred to earlier asthe Hawala. Thisgroup wasinvolved
in the murder of a customs officer in 1993 in Uttar Pradesh. The
leader of the gang was arrested in Singapore, and in 1995, he was
extradited to Indiafor investigation and prosecution. After theleader
was arrested, the membership shrank, although the group still exists.
There are more than 700 organized crime groups in Uttar Pradesh.

The Rashid Gang, one of the Cal cuttagangs, had around 1,000
members between 1975 and 1985. The Rashid Gang's original a
ctivity was gambling. The leader had a close relationship with the
ruling party in Calcutta. However, sincetheleader's arrest for mas-
terminding a huge bomb explosion claiming 69 lives, the group's
prosperity has decline.

4. Indonesia

With respect to orcrime in Indonesia, drug trafficking, espe-
cialy in heroin and ecstasy is of great concern. Indonesia is re-
garded as a new transit point for drug trafficking between South-
east Asiaand the United States. A number of Nigerians and Indo-
nesians alleged to be members of organized crime groups were
arrested in the course of drug trafficking investigations in recent
yearsin Indonesia

In Indonesia, organized crime groups as sophisticated as the
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Mafiaor Boryokudan do not exist. However, some organized rack-
eteering groups or organized crime groups which target corpora-
tions to embezzle money have emerged.

5. Republic of Korea

In Korea, the police estimate that approximately 310 organ-
ized crime groups exist with membership reaching 8,300. They are
mostly local based, smaller than their Japanese counterparts, the
Boryokudan. Three groupsin Korea have anetwork of nationwide
organizations.

Their activities are manifold, including gambling, loan
sharking, prostitution, extortion, contract violence or killings, ille-
gal infiltration into legitimate businesses, and drug trafficking.
Drugs, including methamphetamine and heroin related crime, has
shocked the citizens and law enforcement agenciesin Korea

Some organized crime groups in Korea seem to have some
con nection with the Japanese Boryokudan and Russian Mafiain
drug trafficking cases. In 1996, 6189 people were arrested in drug
related crimeswhichisgreater than drug arrests of previousyears®.

7. Malaysia

For decades, organized crime in Malaysia has been associ-
ated with Chinese Triads or Chinese secret societies. However, most
of the secret societies have not grown to large scale groups and
have remained thug groups. Although thug groups carry out outra-
geous violent crimes motivated by adesire for money, more often,
they get money through corruption and mere threats.

(1) The number of drug arrests are 4,222, 3,133, 2,968, 6,773, 4,555, and
5,418, intheyearsof 1990, 1991, 1992, 1993, 1994 and 1995 respectively.
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Organized crime groups in Malaysia are mostly involved in
traditional illegal activities such as gambling, prostitution, extor-
tion and racketeering. Organized crime groupswho engagein drug
trafficking have connections with their counterparts in Thailand.
Since drug trafficking is a lucrative business for organized crime
groups, it islikely that there will be an increase in such activity in
the future. Firearms trafficking is still mostly committed by indi-
vidual criminals, however, it is drawing increased attention asthis
activity may be attractive to organized crime groups.

7. Pakistan

The major concern relating to organized crime in Pakistan is
drug trafficking by Pakistanisand Afgha ns. Pakistan has approxi-
mately three million drug addicts of which 1.5 million are heroin
addicts. Asapoint of comparison, there are 600,000 heroin addicts
in the United States. Pakistan is not only adrug producing country
but also serves as atransit point for Nigerians.

Although alot of drug related suspects have been arrested in
recent years, no major traffickers have been arrested. From timeto
time, heroin laboratories are raided and destroyed by the police,
however the owners of such laboratorie shavenot been arrested®.

Thenumbersof drug arrestsin recent yearsare 48,296, 59,081,
51,119, in the years 1994, 1995, and 1996 respectively.

Organized crime groupswhich deal inillicit gun trafficking or
illegal immigrantsareaso presentin P akistan. Gun trafficking is
sometimes dealt with by Afghans who have guns as a result of
internal problems.

(1) The reason why they have not been arrested is unknown.

23




The Hawalaunderground financial system engagesin money
transactions and gold smuggling. Gold worth billions of dollarsis
smuggled from the United Arab Emirates, Hong Kong and Singa-
poreinto Pakistan. Liberalization in the gold importation policy in
early 1990s by Pakistani Government was aimed to reduce the sig-
nificant capital flight affiliated with the Hawala system and to se-
cure foreign exchange®.

8. Thailand

The major concern in relation to criminal activity in Thailand
isdrugs. Thailand isadrug producing country and consuming coun-
try, aswell astransit country. The magjor drugsillicitly produced in
thiscountry are opium, heroin, marihuana , and methamphetamine.
Only oneillegal heroin refinery was destroyed in 1995, and three
illegal heroin refineries were destroyed in 1996. Most of these re-
finers are located in the vicinity of the Myanmar border. As to
methamphetamine production, armed minority groupslocated along
the Thai-Myanmar border have begun mass production of this
drug as an alternative to producing heroin.

Thailand serves as atransit point for international drug traf-
ficking in anumber of ways. Drugs are brought to Thailand fr om
Malaysia over land. Traffickers cross the border either on foot or
by car. After the Thai-Lao friendship bridge was built in 1994,
traffickers crossed over the border by car. However, Bangkok In-
ternational Airport remains the main transit point for drug traf-
ficking often with Europe or the United States asthe final destina-
tion. Bangkok International Port and other coastal areas are also
used as transit points. The drugs usually originate from Southeast

(1) Source: aUNAFEI participant, Tahir Anwar Pasha, Pakistan (1998).
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Asia, including Thailand. However, the use of sea ports is de-
creasing as new trafficking routes emerge. Traffickers also come
from Russia, Poland, Czech Republic and Romania, and engagein
drug trafficking in Thailand.

Opium and heroin trafficking are conducted by local organ-
ized crimegroups, aswell asinternational organized crime groups.
Khun Saisadrug kingpin's name and isthe name of agroup which
engages in drug trafficking. In 1997, a drug trafficker from the
Khun Sa group, wanted by the United States was arrested in
Myanmar, sent to Thailand , and finally to the United Statesfor a
criminal trial. Smaller minority groups including Wa, and Ko Kan
also engage in heroin trafficking. New groups are emerging with
theincreasein amphetamine addictsin Thailand. Near the Myanmar
border, Chinese Triads are said to control the drug trafficking.
Recently, African organized crime groups have become major sup-
pliersof heroin to Singapore, Malaysia, South Africa, Europe, and
the United States.

Most organized crime groups are small in size, but they areu
sually connected to ethnic minorities with dual nationality or refu-
gee status and they can therefore cross over the border without any
difficulty. Thislatter point is one reason why it is difficult to curb
trafficking by these groups.

Another mgjor conc ernisarmstrafficking. SinceThaillandis
located near countrieswith ahistory of warfare, soldiersfrom other
countries such as Cambodia cross into southern Thailand and sell
weapons to arms traffickers belonging to organized crime groups.
The arms traffickers in turn sell the weapons to others near the
Thai-Malaysia border.
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9. Japan
Boryokudan

Since the Boryokudan is a well known Japanese organized
crime group, general data about the Boryokudan and the crimes
committed by them will be addressed in this paper.

As aready stated, the number of Boryokudan members and
associates was approximately 80,000 in 1997. According to the
1997 White Paper on Police, there are three maor Boryokudan
groups, Yamaguchi-gumi, Inagawa-kai, and Sumiyoshi-kai, and the
total number of members or associates of these three groups is
approximately 31,000. The number of members and associates of
the Boryokudan is decreasing, but at the sametime, their activities
aremore covert infiltrating legitimate businesses by disguising their
true nature behind front companies.

In 1996, police arrested a total of 33,270 Boryokudan mem-
bers and associates, up 259 from the previous year. The break-
down of arrests of Boryokudan members and associates according
to Penal Code is 18,779 (a decreas e of 117 persons from the
previousyear). Those arrested for other lawsis 14,491 (increase of
376 persons from the previous year). Those arrested for violation
of Stimulant Drug Control Law was 7,883; 4,581 persons were
arrested on charges of inflictingi njuries; 2,666 persons were ar-
rested on charges of extortion; and 2,482 persons were arrested on
charges of gambling.

There were approximately 180 firearms shooting incidents
committed by Boryokudan membersor associatesin each year from
1991 to 1993. The number of such incidents increased in 1994 to
210, but decreased in 1995 to 128. In 1996, the number of such
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incidents was 108, and the deaths caused by the incidentswere 14.
The number of seized handguns from Boryokudan members or
associates in 1996 was 1035, down 361 from the previous year.

Tazaki-gumi Case (Drug Trafficking)

Mr. Tazaki was a boss of the Tazaki-gumi (Tazaki-gumi isa
Boryokudan which is one of the subordinate Boryokudan groups
of Matsuba-kai). He engaged in drug trafficking by using subordi-
nates from 1992 to 1996. In 1996, he was arrested and indicted on
charges of methamphetaminetrafficking, illegal possession of fire-
armsand ammunition, and manufacturing methamphetamine (small
amount). He was convicted in May 1997 and sentenced to lifeim-
prisonment with labor and a5 million yen finewasimposed. Natu-
rally, the methamphetamines were confiscated. As to the proceeds
derived from the methamphetamine trafficking, the prosecution
succeeded in persuading the presiding judge to apply the Special
Law® . to collect the equivalent value of the proceeds (33,480,000
yen) from Mr. Tazaki as the actua proceeds were gone. It was a
difficult case because Mr. Tazaki himself did not touch the
methamphetamine nor contact his customers directly. Moreover,
he did not use any banking account for depositing money. It took
almost two months of covert surveillance by police before his ar-
rest, and a great number of customers and subordinates were tar-
geted for police interviews.

Kageyama-gumi Case (lllegal Possession of Firearms).

Mr. Kageyama was a boss of Kageyama-gumi (Kageyama-
gumi is a Boryokudan group which is under Yamaguchi-gumi).
His 20 members engaged in loan sharking and drug trafficking.

(1) See SectionV.
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Mr. Kageyamawas arrested and indicted on alegationsof illegal
possession of 15 hand guns and hundreds of bullets. This case was
difficult because Mr. Kageyama did not keep the guns and bullets
at home, but his subordinates kept them in a secret place for him.

Sokaiya

Sokaiya are a corporate racketeer group. Sokaiya buy shares
in companies to gain access to their shareholders meetings. They
solicit payoffs by threatening to disrupt the meetings by making
embarrassing verba words or using scandal ous rumors. However,
they sometimes threaten the companies by implying that they may
resort to violence. Some of them have links with Boryokudan
groups. In 1996, the police made 719 arrests of corporate racket-
eers and so-called false politica campaigners advocating social
reform (White Paper on Police, 1997).

What follows are two recent examples related to Sokaiya
activities. The first one involves large payoffs to Mr. Koike, a
Sokaiya. He was an influential Sokaiya who was the head of a
Sokaiya group. In few years, he had received some 700 million
yeninillega pay offsfrom the then "Big Four" securities compa-
nies and illegally receive loans from a bank in excess of 11 billion
yen subsequently deemed to be bad loan. Mr. K oike extorted money
from company executivesthreatening to disrupt their annual share-
holders me etingsif he were denied money. Mr. Koike and 33 top
executives of such financial institutions were arrested and indicted
by public prosecutors on allegations of special breach of trust stipu-
|ated in the Commercial Code, and violation of the Securitiesand
Exchange Law (Japan Times, January 27 1998 and July 18 1998).

In February 1998, Police arrested Mr. Ikeda, a Sokaiya who
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tried to threaten Daiwa Securities Co. into compensating him for
investment losses. Mr. Ikeda purchased shares in an amusement
park operation for some 25 million yen in August 1996 on the rec-
ommendation of Daiwa. But the stock price fell sharply, resulting
in considerable losses. He then visited Daiwa in November and
demanded that Daiwa compensate the loss. After that, in one call
to the executive, Ikeda threatened to kill at least one employee
unless he was compensated. He was arrested immediately upon
Daiwa's report to the police. (Japan Times, February 25, 1998),

Snake Head

In 1997, 1360 people were arrested for illegally entering Ja-
pan (Japan Times April 4, 1998). From Januaryl to August 18,
1998, the number arrested for illegal entry was 677. It is feared
that the number may reach 1,000 by the end of the year (Japan
Times, August 18, 1998). The number of illegal entries has dras
tically increased since 1990. For example, in 1995 and 1996, the
number of arrested people for illegal entry was 344 and 675, re-
spectively. Not all these cases arefacilitated by Snake Head, how-
ever their involvement is increasing.

On 22 December 1996, police arrested nine Japanese
Boryokudan members and three Chinese suspected to be Snake
Head membersfor allegedly helping 40illegal Chineseimmigrants
enter Japan. According to the police investigations, the Chinese
set sail from near Shanghai on a Chinese ship. With the help of
the Japanese Boryokudan, they transferred to a Japanese fishing
boat off the coast of Nagasaki Prefecture (West part of Japan), and
traveled to Tokyo by chartered bus. The same route was used at
least four times within afew months. The average amount paid to
the Snake Head by the illegal Chinese immigrants was three mil-
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lion yen, with the Japanese Boryokudan taking 700,000 yen. One
Boryokudan member who was involved in the case stated to the
police,* It isalucrative business since we can bring at least 10
Chinese each time" (Japan Times, February 7, 1997).

In January 1998, Police arrested 29 Chinese who illegally en-
tered Japan, and 8 Japanese who helped theillegal Chineseto stay
in Japan. Among the Chinese who were arrested, two  Chinese
Snake Head members were included (Japan Times, January 27,
1998).

These cases are just the tip of the iceberg. It is said that 30
percent of illegal entries are successful, and consequently alot of
illegal immigrants remain in Japan. In 1997, the number of ille-
ga immigrants in Japan was estimated to be 270,000.

Aum Shinrikyo Religious Group Case

Aum Shinrikyo isanewly established religious group. The
guru is known as Asahara Shoko, but hisreal nameis Mr. Chizuo
Matsumoto. Aum Shinrikyo rec ruited young followers without
their parents consent, took donation money with forcible meas-
ures, and repeatedly raised conflicts with neighbors due to unrea-
sonable demands, and odd ritualsand aggressive attitudestowards
outsiders. Thisterrorist type organized crime group became public
after the subway sarin attack broke out in the center of Tokyo.

The subway sarin attack broke out in the early morning on 20
March 1995 in central Tokyo. At approximately 8:00 am., five
subway trains all headed for Kasumigaseki were sprayed with a
sarin, astrong toxic nervegas. There are many governmental build-
ings in Kasumigaseki. As a result of this incident eleven people
were killed and more than 5,000 people were hospitalized.
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The police started amassiveinvest igation immediately after
the sarin attack. It revealed that the incident was committed by
followers of Aum Shinrikyo, conspiring with Mr. Asahara. The
police and public prosecutors further detected alot of crimes com-
mitted by Aum Shinrikyo membersand Mr . Asahara. Mr. Asahara
was arrested in May 1995 and finally indicted 15 times on differ-
ent counts, including murder. More than 260 Aum Shinrikyo mem-
berswereindicted on varioustypes of crimes, including homicide,
attempted homicide, abduction, extortion, producing illegal drugs,
and so on. The mgjor case of Mr. Asahara and his followers are
being tried before the Tokyo District Court.

V. COUNTERMEASURESAGAINST ORGAN-
|ZED CRIME IN THE COURSE OF INVESTI-
GATION

A. General Investigative Methods in Japan:

The investigative methods to which Japanese investigators can
resort under current laws are rather limited. For example, wiretap-
ping is not stipulated in law as a possible investigative tool. Addi-
tionally, immunity to extract statements from important witnesses
is not permitted by law. Controlled delivery can be utilized only
for drug and gun trafficking cases®. but this investigative method
islimited by practical difficulties.

Undercover operations can be used by narcotic control offic-
ersin drug trafficases but only with the permission of the Minister.
Moreover, narcotic control officers can only purchase drugs from

(1) Narcotic Control Law and Law for Controlling Possession, etc. of Firearms
and Sword.
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targeted traffickers. Similarly undercover operations can be used
to investigate gun trafficking with the permission of alocal public
safety commission, but it is unpopular as Japanese society per-
ceives this method as unfair and deceitful.

In Japan, arrest, search and seizure, and detention are closely
supervised by public prosecutors and judges. Moreover, in Japan,
the arrest and detention period before indictment is limited to a
maximum of 23 dayswhichis shorter than many countriesinclud-
ing China, Indonesia, Korea, France and the United States.

B. Traditional Methods:
1.Questioning and Frisking of Drug Offenders

In Japan, questioning and frisking are employed by policeasa
meansto detect drug offences, gun related offences, and other con-
ventional crimes, including crimes committed by organized crime
groups. This measure often brings about satisfactory resultsin
certain types of crimes. Police officers are allowed by law to stop
and guestion suspicious persons such asthosetrying to flee or hide
something suspicious upon seeing a police officer, driving astolen
vehicle, etc. The law also allows the police to search the belong-
ings of such suspicious persons under certain circumstances where
it is deemed reasonable and appropriate to do so. In addition, the
police, according to the law, may ask them to come volunt arily to
the nearest police box for questioning. There are alot of court de-
cisions related to the limitations of police powers as to question-
ing, frisking, and asking a suspicious person to cometo the nearest
police box. Police officers must obtain proper training and they
must seek continuously to improvetheir skillson how to ask ques-
tions effectively in difficult circumstances.
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2.Covert Investigation or Preliminary Investigation

Boryokudan membersengaging in illegal activitiesare so
careful and elusive that investigative authorities have a great deal
of difficulty detecting their activities. Thetypical means of detect-
ing such activities isto collect information from cit izens, drug
abusers, former organized crime members, cooperators or inform-
ants of law enforcement agencies. In order to secure a search
warrant from a judge, law enforcement authorities usually main-
tain surveillance over the activities of members who belong to the
target group as well as their residences for an extended period of
time. Through such means, for example, in the above-mentioned
Tazaki-gumi case, law enforcement officials sought to discover
the placeswhere drug dealing is conducted and where drugs might
be hidden. They also check relevant bank accounts with possible
links to Boryokudan members, including their relatives' accounts.
After along-term investigation of the suspects, law enforcement
officersdecide whether or not to begin acompulsor y investigation.

3. Law against Criminal Organization

Japanese law does not specifically criminalize membership to
a crimina organization. In other words, a person cannot be pun-
ished only for the fact that he belongs to a criminal organization..

4. Conspiracy

Japanese law does not recognize conspiracy as acrime. Thus
a person cannot be punished for the sole reason that he conspired
with some other persons. He can be punished only when heis con-
sidered to be aco-principal, instigator or accessory, and only after
someone actually begins to commit a specific crime. So when a
person is considered amastermind, it is necessary to prove that he
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is a co-principal by various facts even if he did not physically
attend or participate in a specific crime.

5. Bank Secrecy

Japan hasno bank secrecy act. Investigators can seize bank
records based on a search warrant from ajudge. However, usually,
when investigators (such as the police or public prosecutors) re-
quest abank to providethe recordswith the necessary explanations,
the bank honorstherequest. Besidesthat, bank clerksusually know
their customers very well, especiall y when the customers' trans-
actions are frequent and large, even if the customers open an ac-
count under a false name. It is prohibited to open a savings ac-
count under a false name, but such practices are till seen in a
number of Japanese banks.

6. Role of Prosecutorsin Investigations:

In Japan, prosecutors have the power to investigate any crimi-
nal case. additionally, even after a case is referred to the public
prosecutor, the police can inves tigate together with the public
prosecutor. When it is very important, public prosecutors actively
participatein investigations even beforethe caseisreferred to them.
This means that the police and prosecutors need to cooperate with
each other fromthe very beginning of acase, and they usually do.
For example, in the above-mentioned Aum Shinrikyo case, a spe-
cial investigating team was formed inside the Tokyo District Pros-
ecutors Office, and they cooperated with the police and gave them
necessary instru ctions even at the first search and seizure opera-
tion which was enforced two days after (March 22, 1995) the sarin
attack case and two monthsin advance of Mr. Asaharaarrest (May
16, 1995).




7. Undercover Operations and Wiretapping

In Japan, undercover operations are not prescribed explicitly
by law and such practices are considered impermissible if they
lead to entrapment. Undercover operations are utilized for investi-
gating drug and gun trafficking, but it is strictly regulated so as
not to induce a crimina to commit a new crime.(As already men-
tioned, for example, if the case is the drug trafficking, narcotic
control officers can only purchase drug from the drug trafficker
upon the approval of the Minister). Wiretapping is not stipul ated
inlaw, andisusedinvery limited cases, becauseajudge doesnot
approve it unless there are urgent and indispensable needs and the
caseisvery serious. Consequently, investigators are required to en
gage in persistent work until they can identify the commission of
certain criminal conduct which will enable them to obtain asearch
warrant. They must also rely on the ability to obtain credible state-
ments from the accused persons and witnesses in order to probe
thoroughly the criminal case together with the real evidence. (Asl
aready stated, in Japan, the system of granting immunity does not
exist. Thus, skillsto extract credible statement from suspected per-
sons are regarded important among investigators).

8. " Climbing up to the Higher Echelons’ Method

Usually, the police deploy a number of officers to monitor a
person‘s activities for a certain period of time. However, unless
the target person actually deals with the drug himself, it might be
very difficult to determine whether he is the mastermind of the
drug trafficking.

The police also use arrested persons to get information. For
example, if a person is arrested on suspicion of possession of an
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illegal drug, the police question him to learn from whom he ob-
tained the drug. However, this is not an easy way to get such
information.

In practice, it is extremely difficult to extract the truth from
Boryokudan membersevenif they are in custody. Thisisattrib-
utable to various factors including the fact that Japanese law does
not permit immunity nor pleabargaining, and the Boryokudan
has the strict rule known as “code of silence”. In the case men-
tioned above (Tazaki-gumi Case), the investigators succeeded in
securing statements from subordinates , but this does not always

happen.

If the police are successful in extracting a credible state-
ment from alower ranking person rega rding the criminal organi-
zation or higher level Boryokudan memberswhich areinvolvedin
the case, they conduct search and seiof the alleged supplier‘s
premises based upon a warrant issued by a judge. If more drugs
or other contrabands or evidence are found, they arrest the next
person (hopefully a person who isin the higher rank) based on the
real evidence. Thus, again the police begin trying to locate other
persons (hopefully higher-ranking) by using the arrested persons.
In only afew cases have the police reached the top figure by such
means.

C. New Investigative M ethods for the Future

In Japan, law enforcement agencies fully utilize traditional
measures to tackle organized crime. However, more organized
crime group members seem to remain silent, and to utilize com-
plex and sophisticated modus operandi to escape punishment. Law
enforcement agencieswill haveto utilizenew methods and tech-
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nology including controlled delivery and wiretapping to detect such
crimes.

In particular, controlled delivery is used as a means of catch-
ing the person to whom adrug shipment is heading. Theinvestiga-
tive agencies such asthe police and narcotics control officesoperate
the controlled delivery under unified cooperation with related gov-
ernmental bodies such as customs and the postal service. Public
prosecutors usually play an important role in coordinating such
joint operations and giving directions to the related organiza-
tions. The number of cases in which controlled delivery was used
ison theincrease. In the years 1992, 1993, 1994, 1995 and 1996,
the numberswere 4, 17, 11, 24 and 19, respectively.

Controlled delivery does not raise theoretical problems. Al-
though a useful method, there was some hesitation to use control-
led delivery among investigators (sometimes due to the lack of
knowledge and experience, and sometimes due to their personal
beliefsthat itisinherently unfair and violates one' s human rights).
In the beginning, it was not used so frequently. Ensuring that a
shipment isnot lost isdifficult work and needs many investigators
and much cooperation from other agencies such as customs and
the postal service. The timing to raid the private premises and ar-
rest the receiver of the package must be very precise. Even if an
investigator catches the receiver who just opened a package and
confirmed the contents, a shrewd receiver may avoid prosecution
by adamantly claiming to bean innocent receiver. However, these
problems can be solved over the years, based on careful planning
and accumulated experiences. Recently , the use of thisme thod
has been increasing.

Wiretapping raises controversial issues in terms of human
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rights. However, there is room to utilize this method more fre-
guently to reveal the hidden and illicit activities of criminal or-
ganizations under strict surveillance and upon a judge’s warrant.
Under deliberation at present Diet sessions isanew law which
iscalled"Anti-organized Crime Law" with regards to wiretapping
in the case of organized crime and of other designated serious
crimes.

V .EFFECTIVE PROSECUTION AGAINST
ORGANIZED CRIME

A. General Overview of Prosecution in Japan:

In Japan, when the formal indictment isinitiated, atrial hear-
ing is not omitted even when the defendant admits his guilt. In
general, the acquittal rate is extremely low (less than 1 per cent).
Thus, the prosecution over al is quite successful.

However, asfor the organized crime group members, the con-
fession rate is much lower compared to those who are not, and
victims tend to be scared since they might receive unreasonable
revenge from the organized crime groups, if they cooperate with
the prosecution, or testify in court. A witness 0 r a victim may
have ongoing agony from the mere fact that the court procedureis
continuing fearing that he might be exposed to afurious defendant
and severe cross-examination by a defense counsel.

B. Secure the Speedy Trial:

Japan does not have specific provision to promote a speedy
trial. However, as everyone admits," Justice delay, Justice denied”,
public prosecutors try to secure a speedy trial. Public prosecutors
in charge of public trials often have meetings or telephone contact
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with defense counsel to discuss how to proceed. The court is also
concerned with the speedy completion of thetrial, and sometimes
organizes a meeting with the prosecution and defense, if the case
is complicated or has alot of witnesses.

Currently, around 90 per cent of trial cases at thefirst instance
court are concluded within 6 months. However, for example, in
the above-mentioned Aum Shinrikyo case, some prefessionals
speculate that thetrial against Mr. Asaharawill not concludewithin
10 years due to the uncooperative defense team which consists of
9 defense lawyers.

C. Admissibility of the Evidence:

In Japan, the hearsay rule has been adopted. Thus, any state-
ment untested by cross-examination isinadmissible asevidencein
the trial. However, Code of Criminal Pro cedure has a provision
(Article 321.1.2) which provides that a written statement of awit-
ness taken by a public prosecutor is admissible as evidence under
the following conditions:

(1) Thewitness does not appear or testify on the date for the public
trial bec ause of death, unsoundness of mental condition, is
missing or staying outside Japan; or

(2) the witness, appearing on the date, testifies contrarily to or
materially different from his previous statement contained in
the document. In this second case, however, admissibility is
given to the statement only when the court finds that special
circumstances exist in which the previous statement is more
credible than the present testimony.

The second typeis often utilized when, for example, victims
and witnesses of  an offence committed by an organized crime
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group have to testify, but they cannot tell the truth in front of the
furious defendant.

Regarding a suspect's written statement made before the po-
lice or public prosecutor, if it contains aconfession or admiss ion
of facts adverse to his interests, it is admissible as long as made
voluntarily.

Consequently, the law enforcement officers, including public
prosecutors in Japan, tend to take written statements from the sus-
pects or witnesses during investigations.

D. Witnhess Protection:

In Japan, fortunately, there are very few cases in which the
witness or victim who testified in court receive retaliation from
organized crime group members. However, it is quite understand-
able for witnesses and victims to be scared of retaliation. How-
ever, it isaso understandable that victims or witnesses who coop-
erate with the public prosecutor in the case of organized crime may
fear retaliation from the organized crime group. Moreover, organ-
ized crimegroupshave beenchanging their characteristicsgradu-
aly, sothereisno guarantee that they will not retaliate against
victims or witnessesin the future.

When the witnesses or victims require the protection from the
organized crime group, the police, usually upon the public pro
secutor's request, provide frequent patrol service, also escorting
thewitness from home to the court house.

The above-mentioned new "Anti-organized Crime Law"
under deliberation in Diet envisions giving systematic protection
to victims and witnesses of  organized crime.
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E. Severe Punishment for the Organized Crime Group Members:

Asl| aready stated, in Japan there are no provisionsto punish the
person only for his membership in an organized crime group. Es-
tablishment of any kind of organization, evenif itsmain purpose
isfor committing crime, cannot be punished. However, inthe above-
mentioned law, there are provisionsto punish organized crime mem-
bers more severely than those who are not such members.

VI.ANTI-MONEY LAUNDERING POLICY

Inthe Curre nt Systemin Japan, Money Launderingisacrime
only when the illegal money originated from illegal drug traffick-
ing. Since becoming asignatory to the Unite Nations Convention
against Illicit Traffic in Narcotic Drugs and Psychotropic Substa-
nces, 1998 (hereinafter,U.N .Convention), Japan enacted the Law
Concerning Special Provisionsfor the Narcoticsand Psychotropics
Control Law, Etc. and Other Matters for the Prevention of Activi-
tiesInvolving Controlled Substances Through International Coop-
eration (hereinafter, the Special Law) in 1991 (in 1992 it was
enforced). The Special Law has provisions which enable investi-
gators to use controlled delivery. Confiscation of illegal proceeds
from drug trafficking can be made and money laundering has been
criminalized. | will just outline the Special Law regarding the anti-
money policy.

(i) Reporting by financial institutions of suspected transactions
became mandatory (Art. 5). This provision may help investi-
gators to detect the existence of money laundering. In other
pro visions, the money laundering of proceeds derived from
drug trafficking is stipulated as an offence (Art. 9). The con-
duct punishable under the provisions as money laundering is
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disguising facts with respect to the acquisition or disposition
of illicit proceeds, or concealing illicit proceeds. Article 10
stipulates that any person who knowingly receivesillicit pro-
ceeds or the like shall be punished.

(if) Proceeds, property or the like derived from illicit drug traf-
ficking is confiscated (Art. 14). When the traf ficking is con-
sidered to be conducted as a professional engagement (Art. 8),
the value of the property which was obtained by the offender,
iIf it is unreasonably large, is presumed to be illicit proceeds
(Art. 18). These provisions enable the confiscation o fillicit
proceeds as long as a specific amount can be proven, eveniif it
Is not directly produced by drug trafficking, in sharp contrast
to the period before the enforcement of the new law.

(iii) The offenses of engaging in professional drug trafficking,
money laundering and thelike (Arts. 8to 10) were made extra-
territorial offenses.

(iv) Special provisions stipulate practical and realistic procedures
for confiscation (Arts. 20 to 51).

The Specia Law mentioned above provides the criminal jus-
tice system practical weapons in the combat of drug trafficking
cases. The Specia Law enables law enforcement agencies to in-
vestigate money laundering cases. The proceeds from drug-related
crime can be confiscated. By utilizing these measures, criminal
justice officials may have a chanceto arrest drug trafficking king-
pins or to deprive them of their illicit profit. If the new system
works well, it will discourage criminal organizations, suchas the
Boryokudan from engaging in drug trafficking, because their prof-
itswill decrease, whiletheir risk of being apprehended will increase.

If the criminal decidesto engage in professional drug traffick-
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ing, the property which was obtained by him during theterm of his
involvement is presumed to beillicit proceedsto the extent that the
amount is unreasonably large. This meansthat the criminal justice
authorities need not prove each individual transaction which pro-
duced a specific amount of illicit proceeds. If they can prove the
total amount of his gains during a specific term, then the entire
property can be confiscated unless the defendant proves that the
funds originated from alegitimate source . This Special Law, thus,
provides criminal justice organizations with efficient tools for the
easier confiscation of illicit proceeds. However, only a few heads
of criminal organizations have been indicted on the allegation of
money laundering or had the ir proceeds confiscated so far.

Severa problems as well as their possible solutions can be
pointed out in implementing the Special Law. Some examples are
asfollows:

(1) Money laundering is criminalized only when the launder ed
money is derived from illicit drug trafficking. This means, for
example, that the money derived from extortion or illegal fire-
arms trafficking, cannot be the subject of a crimina money
laundering case. In other words, even if a crimina organiza-
tion launders a huge amount of money, only the money de-
rived from drug trafficking is subject to the crime of money
laundering. However, differentiating the money of drug traf-
ficking from other activitiesisnot soeasy .Inthisconnection,
again, the new law "An ti-organized Crime Law" being delib-
erated in Diet has extended predicate crimes to robbery, mur-
der, and so on. Also crimes alegedly committed by organized
crime are targeted.

(i) In Japan, unlike the United States and European countries, a
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relatively large a mount of cash is used commonly in legiti-
mate businesses and transactions. Therefore, it givesfinancia
Institutions agood excuse to accept money of questionable ori-
gin and not to report properly. For example, even if a bank
accepts the deposit of alarge amount of money from an un-
known person, it can easily escape from blame for not report-
ing it. Such institutions may say something likethis, “We could
not know that it was a suspect transaction because the deposi-
tor introduced himself asabusinessowner, and, of course, he
said nothing about a drug-related business.” Moreover, there
are no criminal sanctions for the failure by financia institu-
tions to report susp icious transactions. (Similar excuses as
above can a'so be used by financial institutions to escape from
the accusation of money laundering).

(ii1) For your reference, | would like to touch upon regulations

concerning financia institutions in Japan. The regulations is-
sued by the Finance Ministry stipulate that banks should iden-
tify any person or busine ssby way of anidentification card or
other means to avoid the creation of anonymous saving ac-
counts. Moreover, banks should report transactions which ex-
ceed 30 million yen (approximately US$230,000). However,
these regulations are not accompanied by criminal sanctions.
It is said that the mgor banks in Japan strictly follow these
regulations, but that there are other banks which blatantly ig-
nore such rules.

(iv) Boryokudan groups are united with loose bands under an un-

written code of conduct and make up abig pyramid organiza-
tion. For example, Matsuba-kai consists of a lot of layered
organized crime groups. In the above case, Mr. Tazaki wasthe
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boss of a small Boryokudan group, called Tazaki-Gumi in the
Matsuba-k ai group. The Tazaki-Gumi may be asubordinate m
ember of another faction in the Matsuba-kai. Mr. Tazaki must
have paid some percentage of his proceeds to the faction as a
kind of tax according to therules of the organized crime group.
Accordingly, the faction will follow the same procedure.
Thus, high-ranking Boryokudan members of the Matsuba-kai
can gain alot of money easily, without the fear of being caught
by the police. About 20 percent of the Boryokudan’ sincomeis
gained by licit business. A number of Boryokudan run ordi-
nary companies. The higher-ranking persons in the Matsuba-
kai may not know Mr. Tazaki personally. So anti-money laun-
dering provisions may be useless for such persons.

ToutilizeArticle 9 of the Special Law asameansagainst money

laundering, it may be necessary to cooperate more with banks
and other financial institutions. For exampl e, they must beinstructed
not to allow their customers to open savings accounts under false
names. They must be encouraged to report suspicious transactions
to the authorities. They must be encouraged to circulate informa-
tion among themselves and the police for the supervision of suspi-
cious transactions. These measures may be helpful to detect new
cases, and hopefully, may discourage organized crime groupsfrom
engaging in illegal activities.
Article 8 of the Specia Law has become popular anong investi-
gators, anditisnow used in many cases. As| stated, thedifficulties
in using this article are still there, but the police, in consultation
with public prosecutors, try to conduct persistent investigations to
gather sufficient evidenceto provethe professional engagementin
drug-trafficking activities by organized crime.
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VIl . ANTI-MONEY LAUNDERING LAWS
AND PRACTICESIN OTHER ASIAN
COUNTRIES

Many Asian countries have anti-money laundering provisions
related to drug trafficking or are now trying hard to enact such
legislation to meet the requirements of the U.N. Convention.
Although the substantial contents differ fromcountry to country,
China, Hong Kong, India, Hong K ong, have anti-money provisions.
However, it is my understanding that only afew cases which have
been successfully concluded in this region. Many Asian countries
also have provisions for the confiscation of illicit proceeds from
drug trafficking. Although it can be an useful tool against organ-
ized crime, not al countries utilize the provisions efficiently.

VII1. CONCLUSION

Current investigation methodsfor organized crime inJapan
are mainly based on the methods which  have been used for a
long time. Despite efforts by law enforcement agencies, success-
ful results are not awaysthe case. Now under deliberation in Diet
is the enactment of new laws to facilitate investigation by allow-
ing wiretapping upon a warrant by a judge. However, this raises
numerous constitutional issues and islikely to evoke strong oppo-
sition from lawyer associations and human rights advocates.

As to the utilization of anti-money laundering legislation, |
think extens ve experience based on accumul ated casesis hecessary,
aswell asthe enactment of more effective lawsto extend the predi-
cate crimes, in order for Japanese law enforcement agencies to
combat money laundering. | have read that in the United States,
for example, investigators who belong to such organizations asthe
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Federal Bureau of Investigation (FBI), the Drug Enforcement Ad-
ministration (DEA), and the Internal Revenue Service (IRS), are
well equipped and trained to investigate money laundering cases.
Consequently, they detect anumber of large scale drug trafficking
cases and money laundering cases yearly. Nonetheless a number
of cases, especially money laundering cases, end up in acquittals
in the United States. Organized crime groups shrewdly try to es-
capefrom arrest or conviction. The criminal organizations manipu-
late existing systems and technology, to extinguish any traces of
evidence of their crime. The means for laundering money are be-
coming more and more complex. Thus, as practitioners, we must
continuously brush up on our skills and utilize the given tools to
arrest the offenders and to bring them to justice.

Onemust bear in mind that provisionsfor criminalizing money
launder ing are useful only when confiscation of property is effi-
ciently enforced. Well organized anti-money laundering provisions
are primarily necessary. Ensuring the means to trace the money
flow is indispensable to identifying money laundering. Measures
for provisional confiscation or forfeiture of proceeds or assets
must be provided. It must be also noted that if abank secrecy law
IS too protective of the activities of banks, anti-money laundering
provisions are useless. Moreover, there must be someregulatio ns
to secure reports about suspicious transactions not only from con-
ventional financial institutions, such asbanksand brokeragefirms,
but also casinos and street exchange brokers.

Furthermore, other means such as controlled delivery and wire-
tapping will be a strong support, because law enforcement agen-
ciesmay go after the core person of an organized crime group which
engages in illegal activities. These measures will attain the same
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purpose as that of anti-money laundering provisions. | would like
to reiterate, inter alia, theimportance to receive the understanding
and cooperation of the victims, witnesses, and the general public
in order to enforce controlled delivery or the wire-tapping effec-
tively and smoothly. It is acquired only through along term, con-
sistent, diligent and honest pursuit of official duties by law en-
forcement agencies.

Law enforcement personnel also can acquire extensive expe-
rience and expertisethrough investigating organizedcrime cases
and on-the-job training programs. Inte rnational cooperation in
this field is extremely important for preventing and combating
organized crime. Moreover, acquiring internal cooperation among
various domestic agencies, such as law enforcement, prosecutors,
customs, financial institutions, postal services, and so onisafun-
damental and a very strong tool.
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Organized Crimein the United Kingdom
(And other Western Countries)
Major Trends and Preventive M easures

|. Introduction:

What follows is based upon research and analysis carried out
by the National Criminal Intelligence Service and relates essen-
tially to the situation prevailing in the United Kingdom. This paper
does not seek to represent the views of other countries.

In spite of the above, it is contended that the general patterns
and trends are broadly similar throughout the West, particularly in
the European Union, though of course detailswill vary from coun-
try to country.

Greater divergences are to be found in the responses to the
challenge of serious and organised crime on the part of Western
law-enforcement agencies though some common threads may be
discerned.

1. What is Organized Crime?

Thereis no formal, internationally accepted definition of or-
ganised crimeto provide the basis for precise qualification. While
the key manifestations are obviously within the scope of the term
itself, the boundary between organised and other forms of serious
crime is not clear-cut. For the purposes of this paper, the NCIS
definition is adopted; i.e.: “Organised crime constitutes any enter-
prise, or group of persons, engaged in continuing illegal activities
which has as its primary purpose the generation of profits, irre-
spective of national boundaries.
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This paper will not address the problem of terrorism.

While there is a shortage of detailed data on some of the areas
of criminality covered by this paper, it should be pointed out that
the amount of intelligence available may reflect law-enforcement
priorities rather than the actual level of particular threats.

2. Overview:

Indigenous crime families currently pose the greatest threat to
the UK. These groups dominate the criminal landscape in terms of
numbers and sphere of influence. A number of other ethnic crimi-
nal groups also pose serious threats; in the United Kingdom these
include Colombians, West Indians, |ndo-Pakistani, West Africans,
Turks, Chinese and nationals of the former Soviet Union. Other
Western countriesarelikely to confirm the dominance of their own
indigenous criminal groups, though will vary as to the ethnic mix
of the remainder.

A trend isemerging which suggeststhat many organised crimi-
nals are expanding into criminal activities which offer a blend of
high profits coupled with light custodial penalities. Substantial in-
creaseswerereported in activitiessuch asintellectual property theft,
environmental crime, prostitution, cross-border smuggling and il-
legal immigration. Despite this trend, the threat posed by global
drug trafficking, whichis universally regarded as the most serious
criminal activity, isalso predicted toincrease. Thiswill bereflected
by new types of designer drugs, increased co-operation between
drug traffickers and increases in drug crop cultivation throughout
the productive regions of the world.

Violence and the threat of violence are integral elements of
organised crime. Although there has been adecrease in armed rob-
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bery and of firearm offences in general, this paper maintains that
thereisan increased probability of violence being used, especialy
between drug-trafficking groups. Occasionally, organised crimi-
nal groups will attempt to subvert law-enforcement individuals or
thosein other publicinstitutions. Although this does, and will con-
tinue to, occur on an individua basis, it is not assessed to be a
major concerted threat.

Money laundering is an essential component of organised
crime. There appearsto be amovement away from banksand build-
Ing soci eties towards the more unregul ated sectors of the financial
industry. Thereis also an increase in the movement of criminally-
derived assetsto the criminal’s close friends and family. Moreim-
portantly, the emergence of new forms of electronic payment sys-
tems, aswell asthe greater role of, and interconnections between,
major computer systems, may provide greater opportunities for
organissed criminalsto carry out financial fraud and money-laun-
dering activities; these could have serious side-effects on the bank-
ing and investment sectors.

3. Trends:

10. With the demise of the Warsaw Pact and the military threat
associated with it, three specific challenges to the security and in-
terests of the West have been identified by various informed com-
mentators. These are: Socio-political instability, (particularly in
regions where ethnic and religious tensions exist), international
terrorism and organised crime. The three themes have natural as-
sociations and affinities, with the first often leading to, or facilitat-
ing, the other two.

Thelast of the threats, organised crime, also has the potential
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to cause socio-economic and political unrest on alarge scale and
even result in the fall of governments. Albania and the pyramic
scandal, Russia and the mafiya, as well as Colombia and the drug
cartels, arejust afew international cases where countries have ex-
perienced major problems. On the smaller, though no less perni-
cious scale, isthe damage doneto individual s through drug abuse,
extortion on specific businesses and deprivation of communities
through lost opportunities.

Pervading the system at all levels is the fact that organised
criminality canillegally removeor divert vast sums of money from
the earnings of any country. Rough figures put the global sum at
500 billion pounds sterling, but thisis likely to be an under-esti-
mate, probably by several orders of magnitude. Reports by the
German authorities allege that around 160 billion pounds sterling
alone has been removed from Russia by organised criminal activi-
tiesin recent times. Moreoever, the drug cartelsin South America
run organisations whose assets are larger than the gross domestic
production, (GDP), of the country from which they operate. Asfor
the United Kingdom, the case proceeds from crime in generad is
estimated to be worth at least 12 billion pounds sterling, or 2% of
GDP.

Without doubt, the tentacles of criminality are becoming more
co-ordinated and widespread. The internationalisation of the prob-
lem is acknowledged by all law-enforcement organisations. Asso-
ciated with the scale of the problem is the sophistication of the
major criminal organisations, their ruthlessness and their ability to
buy and employ the latest technologies and techniques in pursuit
of their illegal activities. Encryption of communications, isalready
evident whilerocket-propelled grenades have al so been used. High-
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speed power boats, helicopters, and even mini submarines have
been used by criminals to move their illicit cargoes.

organised criminals of different nationalities will co-operate
in order to facilitate profit. For example, organised crime groups
of different ethnic backgroundsareinvolved in the production, traf-
ficking and distribution of drugs. In the United Kingdom, co-op-
eration amongst organised criminals is perceived to work along
loose networks of contacts rather than through rigidly-structured/
defined groups. Organised criminals do not usually confine them-
selves to concentrating on one criminal activity but tend to be in-
volved in a variety of forms of criminality in order to achieve a
profit. There is, however, one theme permeating the majority of
organised crime; that is drug trafficking.

I1. Organised Crime Groupsin theUnited Kingdom

As indicated above, indigenous crime groups are the most
prevalent types of criminal organisation within the United King-
dom. Their strong loyalty, sometimes engendered by the closefam-
ily ties upon which these groups are based, remains one of the key
charscteristics. The groups neverthelessretain afair degree of flex-
ibility and will make use of functional contacts when necessary.
Drug trafficking istheir primary criminal activity.

The mose powerful groups possess sufficient criminal con-
tacts to facilitate the importation of drugs and maintain associa-
tionswith theresident groups of British drug traffickersinthe Neth-
erlands and Southern Spain. Although these traffickerstend to im-
port cannabis to the United Kingdom via Morocco and Spain, the
NCIS assesses that they can al so organise the importation of drugs
through different routes.

Y




1. Colombian Organised Crime:

Colombian organised crime is synonymous with the produc-
tion and supply of cocaine world-wide. The vast mgority of co-
caineis produced either by, or on behalf of, or with the support of,
Colombian crime groups, more popularly known as cartels. Co-
lombians import cocaine into the United Kingdom using a variety
of methods. The emphasis though is on couriers on commercial
transports, carrying a few kilos per trip rather than single, large
consignments. These courierswill either fly from South America,
(though rarely direct from Colombia), or, increasingly, they will
travel to Europe, (principally Spain or the Netherlands), where they
will pick up cocaine and return through one of many different routes
such as the Channel Tunnel.

2. West Indian Organised Crime:

Jamacian so-called “ posses are | oosel y-organised local gangs,
relatively fluid in nature and non-hierarchical in structure. Such
characteristics have resulted in posses not usually being compared
to other organised crime groups, though some members may be
considered as high-quality targets and some maintain strong links
with the criminal hierarchy of Jamaica. The supply and distribu-
tion of cocaine and crack cocaine is the primary concern of these
groups and violence is used as necessary to maintain their supply
and to maximise profits.

The*gun culture" of Jamaicahas been brought over the United
Kingdom. The threat of “turf wars' has seen arise in street-level
dealers obtaining firearms for their own protection, to intimidate
others and to use as a status symbol. Firearms are also being used
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against the police. Many killings and violent incidents are a result
of revenge attacks and saving face; there were 18 murders of Afro-
Carribeansin drug-related shootingsin 1997.

3. Indo-Pakistani Organised Crime:

Although India and Pakistan are important transit points for
heroin, with Pakistan having an additional role in the production
of heroin, Turkish groups dominate heroin trafficking in South-
west Asia. Nevertheless, Pakistani drug trafficking syndicates do
pose athreat to the United Kingdom, together with other Western
countries, and have access to criminal networks which are capable
of supplying drugsfrom source-to-street distribution. Pakistani or-
ganised groups are a so involved in thetrafficking of cannabisresin.
Many of these networks are made up on criminals holding British
nationality but having Asian ethnicity.

In India and Pakistan, there is an aternative remittance sys-
tem, (money transfer system), which isan important component of
drug trafficking, money laundering, tax evasion and customs of-
fences. This system is known as “black hawala, (also known as
havala, hawallah or hawalah); itsorigins pre-date the Western bank-
ing system. The advantages of this system are that it is not con-
ducted through the banking system, anonymity is assured, few
Westerners understand the system and there israrely a clear audit
trail.

4. West African Organised Crime;

West African criminal groups tend not to be organised in a
hierarchical fashion orina“cell system. Instead, they are described
as “fluid functional networks. Their criminal activities are termed
“network crimes due to the highly-planned nature of the crimes
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and because, very often, agroup of criminalsarerecruited in order
to commit a specific offence. Their powerbase is dependant upon
tribal and family links which are world-wide.

General awareness of the effects of West African fraud ishigh
Traditional West African fraudulent activity includesthe* advanced
fee fraud which thrives on greed and is surprisingly effective. The
modus operandi of Nigerian fraud in the United Kingdom centres
around the use of multiple false identities.

The creativity of these groupsisillustrated by theway inwhich
group membersinfiltrate or are recruited from official institutions,
thus enabling the groups to compromise the security and anti-fraud
measuresin place. Examplesof thissort of infiltration include pass-
port office staff, bank staff, etc. Thelevel of West African fraud in
the United Kingdom is put as some 3.5 billion pounds sterling per
year.

Although the United States of Americaisthe main market for
West African heroin traffickers, because of higher profitsthere are
the dominance of Turkish traffickers in the United Kingdom, the
West Africans have used Europe as a base and transit point for
their heroin trafficking operations. These groups will aso traffic
heroin from Pakistan to Europe. There has been asignificant trend
for West African crime groups in recruit couriers from Western
Europe and to use illegal immigrants as couriers.

Theinvolvement of West African groupsin drug traffickingis
based around the movement of drugs from source countries to the
consuming markets; i.e., they act aswholesalers. West African drug
traffickers are involved in the trafficking of cocaine from south
America, particularly Brazil, to Europe and South Africausing a
variety of routes, transit points and packaging methods. There are
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also examples of West African groupstrafficking heroin from South-
east Asia to the USA where it is exchanged for cocaine which is
then trafficked back to Europe.

5. Turkish Organised Crime:

The principal activity of Turkish organised crime groups,
(TOC), is heroin trafficking. It is estimated that these groups are
responsible for some 80-90% of heroin seized in the United King-
dom. They are known to have access to large amounts of cheap
heroin at various states of the supply chain from Southwest Asia
into Europe. A significant amount of the opium produced in South-
west Asiais transported as dry opium or base morphine to secret
processing sitesin Turkey. Such aready supply allowsthe Turkish
groupsto control the market and means that they have the capabil -
ity to withstand large law-enforcement seizures. Infact, it hasbeen
noted that, although there have been several mgor law-enforce-
ment successes against Turkish traffickers, the street price of heroin
has not yet been affected. These Turkish organised criminals are
also heavily involved in the distribution of heroin in the United
Kingdom. Much of the heroin for this particular market travels
along the Balkan route from Turkey to the Netherlands.

Turkish organised groups will use extreme violence to protect
thelr interests. Since 1994, there have been at least eight heroin-
related murders. These groups will also use kidnapping as aform
of recovering bad debts. In the United Kingdom, three Turkish or-
ganised groups constitute the top tier of Turkish organised crime.
Around a dozen other Turkish organised groups form the second
tier of Turkish organised crime; these groups very often have to
pool their resources in order to organise a heroin importation.
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Turkish organised crime groups are also involved in illegal
immigration, extortion from Turkish businesses and fraud directed
against the public sector and financial institutiokns.

Thereis unlikely to be any reduction in the amount of heroin
being trafficked by Turkish organised groups. In fact, an increase
in violence between these groups and other ethnic groups, for ex-
ampletheWest African drug traffickers, may be anticipated ascom-
petition within theillicit market devel ops.

6. Chinese Organised Crime:

The threat from Chinese organised crime groups has two
strands. Traditionally, attention has focused on the Traid groups
emanating from Hong King. There are differences of opinionwithin
international law-enforcement circles concerning the unified na-
ture and hierarchical structuting of the Traid groups. Our current
assessment is that these groups are not particularly unified and are
not part of atightly linked international criminal network. In the
United Kingdom, somewhat differently from other countries, they
are not believed to be involved in large-scale heroin trafficking.
Instead, they tend to concentrate on extortion, credit card fraud
and illegal immigration.

Basidesthe Traids, an emerging threat has recently been iden-
tified relating to the threat posed by nationals of the People’'s Re-
public of China, (PRC). Thismainly concernsillegal immigration
amounting to, perhaps, some 250 individuals per week. These
illegals are often subject to blackmail oncethey have arrived in the
United Kingdom.
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7. Former Soviet Union Organised Crime:

The threat to the United Kingdom from Russian-speaking
organised crime groups is somewhat limited due to the absence of
an established Russian immigrant community. In contrast to this,
the USA, which has a Russian-speaking immigrant community,
appears to suffer a greater threat from these groups.

There are indications that criminals from the former Soviet
Union are prepared to commit crime in co-operation with indig-
enous groups. They would also appear to be more professionally
organised and financed than many of the other ethnic groups dis-
cussed above. This, in part, may be dueto the political break-up of
the Former Soviet Union which has resulted in large numbers of
highly trained professionals having to seek out alternative sources
of income.

Specifically, the main threats posed by criminals from the
Former Soviet Union are money-laundering, financial crime, fraud
and excise fraud. They are aso involved in cigarette smuggling,
prostitution and human trafficking within the growing vice mar-
ket. The Former Soviet Union isalso amain transit point for ille-
ga Chinese immigrants on their way to Western Europe and the
United States of America.

The Former Societ Union also produces a high level of the
precursor chemicals used in the production of synthetic drugs.
Current median speculation suggeststhat sizeable amounts of crimi-
nal profits are being used to fund significant property dealsin the
United Kingdom.

There has been increase in the level of threat from the Former
Societ Union in recent years, particularly in relation to financial
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crime, money laundering and synthetic drug smuggling. Further
more, criminal involvement in prostitution and human trafficking
may lead to gang warfare.

I11. Specific Criminal Activities

1. Armed Robbery:

In general, the frequency of armed robbery is low, except in
the London area. However, over the past five years there has been
adlight increase in the hi-jacking of cash-in-transit vehiclesinre-
lation to major attacks, i.e.: those involving more than 100,000
pounds sterling.

Explanation for the declinein armed robbery may relateto the
development of effective police responses, including the forma-
tion in the United Kingdom of armed police teams. In addition, it
could be suggested that some armed robbers have been attracted
towards the low risk/high profit crimes.

Although armed robbery using firearms is decreasing, street
robbery using knives, etc., is on the increase. It should also be
pointed out that there is more of a willingness on the part of the
criminal to use some form of violence.

2. Organised Illegal Immigration:

The number of people who try to enter the United Kingdom
illegally each year is probably at leat as great as the 60,000 who
are allowed to settle lawfully. Those who arrive with the help of
organised crime may be in the order of 50,000 but this, of course,
cannot be confirmed.

Organised immigration crime continues to be a significant
growing threat which is, nevertheless, very dependant on demand.
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Crime groups often operate in globa networks using the same
methods and routes as drug traffickersto exploit open borders and,
in some countries, low-level corruption of government officials.

Thecurrent “price" for transportation from Chinato the United
Kingdom is now in the region of 10,000 pounds sterling. The
facilitators believe that their criminal activity offers them the op-
portunity to earn easy money with the minimum of risk. Previ-
ously, the United Kingdom was mostly viewed as a transit point
when travelling to other countries such as Canadabut now it would
seem to be considered as more of a host country in its own right.

Increasing numbers of people are likely to seek entry to the
United Kingdom illegally as people leave their indigenous lands
to improve their economic well-being and take advantage of the
UK’s standard of living.

3. Kidnap and Extortion:

Kidnap for ransom is an extremely rare offence in the United
Kingdom but ison the increase. A dlightly different version of this
crime isthe kidnap of afamily member or associate of an oppos-
ing criminal groups in order to enforce outstanding drug debts.
“Tiger kidnap", where a hostage is held until their associate per-
forms some act for the criminals, is becoming more common but
actual figures are still very low, (16 in 1997).

In the United Kingdom, many instances of kidnap are related
to the Chinese who traditionally engage in thisform of criminality.

The overall figures for extortion have remained fairly con-
stant since 1993. While such attacks were at one stage directed
against bigger companies, recent figures have shown a shift to-
wards smaller companies. This may actually have a greater effect
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as these smaller companies do not possess the resources to with-
stand the extortion demands. L etters usually contain threats claim-
ing that food has been contaminated with glass or some such dan-
gerous substance and, recently, there have been instances of HIV
threats on food products.

Rarely isthethreat to contaminate carried out and, since 1995,
no money has been paid for lost to an extortion demand in relation
to product contamination. In 1997, extortionists showed a greater
tendency than in previous years to threaten to plant bombs or
indendiary devicesin stores and premises.

Kidnapping is expected to go on rising as criminals take ad-
vantage of the potential profits. Extortion demands to show a sea-
sonal trend with more occuring around Christmas but the overall
pattern reveals agradual decline because of the reluctance of large
companies to accede to demands.

4. Counterfeit Currency:

The almost world-wide acceptance of the US dollar resultsin
its status as the most counterfeited currency in the world. In 1997,
USdollar counterfeitsaccounted for approximately half of all coun-
terfeits received by the NCIS. In addition, the printing of counter-
feit Spanish pesetasin the United Kingdom and ultimately through-
out the Iberian Peninsula has recently come to prominence with
the discovery of severa different peseta counterfeitslinked to UK
criminal organisations.

It is expected that the continued emphasis on tactical pro-ac-
tive operations aimed at the production and pre-production stages
of the counterfeiting process will result in the further dismantling
of the counterfeiting network in the United Kingdom. Despite tech-
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nological advances, and the accesibility of computer-based origi-
nation for counterfeits, a criminal group intending to print coun-
terfeits lithographically will always require printing expertise at
the production stage. Rapid advancesin the quality and quantity of
output from colour copier/inkjet technology will undoubtedly see
arisein the percentage of counterfeits produced by such methods.
With 200 and 500 euro notes available next year, these may dis-
place the US dollar as the favoured currency for organised crimi-
nals.

5. Organised Vehicle Theft:

Organised vehicle crime has a serious impact on society in
various ways. In terms of money, registered vehicle theft is esti-
mated to be around 600 million pounds sterling, while fraud from
the leasing, rental and finance industries accounts for at least 200
million pounds sterling and theft of plant a further 600 million,
Profits generated by such activities are often used to finance other
forms of crime and organised vehicle theft is used to launder pro-
ceedsof crimeor pay for criminal commaodities, particularly drugs.
Vehicle theft is also used to help facilitate crime by providing
untraceable and apparently legitimate vehiclesto criminal organi-
sations.

Asvehicle security continuesto improve, thetraditional meth-
ods of theft will become more difficult. Consequently therewill be
arisein fraud, whether by finance or rental, to obtain high-value
vehicles. Theexport of stolen vehiclesamong |egitimate shipments,
particularly to Cyprus, Africa, Australia and the Middle East, will
also continue to pose athreat.
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6. Small-Arms Trafficking:

Small arms have become globally more widely available in
recent yearsfollowing the declinein the marketsfor Former Societ
Union arms manufacturers, weak export controls and an increased
willingness to sell small arms to whoever will pay. Croatia and
Serbiaare aggressively marketing their own small-armsindustries
in an attempt to earn hard currency. Thereisaso an increased de-
mand for small arms due to an increasing number of low-level
regional, ethnic and sectarian conflicts.

Degspite the decrease in the United Kingdom of firearms of -
fences, thereis an increasing trend amongst criminals towards the
use of automatic and semi-automatic weapons. Thereisalso anew
level of ruthlessness in the drugs market as competiton increases.

7. Intellectual Property Theft:

Intellectual property theft, (IPT), is otherwise known as the
counterfeiting and piracy of goods. The most commonly affected
commodities are in the areas of music, software, videos, pharma-
ceuticals and branded clothing, (sportswear). However, thereis a
growing and worrying market in key components such as aircraft
spare parts. The cost of thisform of criminality is estimated to be
around 5-7% of world trade, (about US $ 250 billion). Most of the
counterfeit goods recently seized in the UK originate from Thai-
land, Hong Kong, Pakistan, Bangladesh and the USA. Turkey is
also emerging as a high-risk areafor the production of counterfeit
goods.

8. Prostitution:

The vice industry continues to proliferate, providing greater
financial benefits for those who control it. Two types of prostitu-
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tion have been identified; street prostitution and off-street per night.
The pimps controlling the prostitution are extremely police-aware
and use violence and drugsto control the girls. There appearsto be
an increase in the recruitment of call girls from Eastern Europe,
South America and Southeast Asia athough the problem in the
United Kingdom is not on the same scale as in the rest of Europe.

Related crimes include pornography and the trafficking of
women and drugs. Examples of the groups which have some in-
volvement in thiscriminal activity include. Chinese Traids, Jamai-
can “posse’ groups, Russain mafiya and the London networks.

The prostitution industry will continue to thrive. The services
offered are becoming more bizarre as bigger profits are generated
and more choice is demanded. The issue of human trafficking is
emerging and this produces the additional problem of encouraging
the presence and involvement of moreforeign criminalswithin the
United Kingdom.

9. Pornogr aphy:

Most pornography reaches the United Kingdom as imported
master taped from the Netherlands, Germany or the USA; copies
are then made and distributed. Extreme pornography is sold via
mail order or on the Internet thus ensuring great difficulty when
attempts are made to trace the path of an order. It has been esti-
mated that there are about 7000 Internet sites offering pornogra-
phy and thisis set to increase. The high profitability and low-risk
aspects of this crime are sure to continue to be an attraction crimi-
nals and will ensure that many continue to involve themselvesin
the business.
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10.Computer-Related Crimeand I nformation War fare:

The extent of growing interconnections between computers
gives cause for concern regarding the vulnerability of a country’s
infrastructure to disruption or compromise by electronic means,
otherwise known as “Information Warfare ", (IW). The degree of
disruption to financial and other commercial markets by criminals
could be sufficient to have serious side-effects so as to undermine
confidence in central institutions. With electronic business trans-
actions in the USA expected to reach 178 billion pounds sterling
by 2002 and the “digital economy" expected to grow at twice the
pace of the overall economy, then the potential for criminal activ-
ity and attack isimmense. However, the greater use of secure elec-
tronic transfer systems and encryption facilities may mitigate
against the danger to a degree.

The Internet is used as a specialist communication tool by
criminals. Also, since the material on the Internet is uncensored,
there exists a considerable amount of information on how to com-
mit fraud, hacking and other criminal activities. There are indica-
tions that the Internet has been used to facilitate blackmail. Crimi-
nal activity on the Internet is assisted by several factors; anonym-
ity is preserved, interception of information is technically and le-
galy limited and very often there is a problem in establishing the
jurisdiction of acrime.

Software piracy causes the industry considerable financial
losses. There are groups which specialise in cracking copyright
protection but there is no information to suggest that they benefit
financially from this activity.

70




11. Environmental Crime;

Environmental crime covers three main areas of criminality:
theillegal trafficking in endangered species, theillegal trafficking
and dumping of toxic waste and the illegal trafficking and dump-
ing of nuclear waste.

The trafficking in endangered species is estimated to be the
second most valuable trafficked commodity after drugs though it
must be accepted that no completely reliable data exists. Never-
theless, the market for traditional Chinese medicine, for example,
islarge and the profits sustantial. In atrail in early 1998, two Brit-
ish individuals were prosecuted for trading 235 Kg of rhino form
at 12,000 pounds sterling per kilo, a potential deal worth 2.8 mil-
lion.

The United Kingdom is still assessing the extent of environ-
mental crime and, at present, it does not attract a particularly high
priority. Nevertheless, there is little doubt that as more resources
are directed towards this area, more incidents of this type will be
uncovered.

12. Drug Trafficking and its Commodities:

This paper does not seek to offer a study of drug trafficking;
the subject is too vast and is aready the subject of much well-
informed and documented comment available elsewhere. Never-
theless, since no paper on organi sed crimewould be completewith-
out some reference to the problem, set out below are a number of
general points for consideration.

Drug trafficking isthe kernel of organised crimein most parts
of the Western world. Essentialy, there are two reasons for this.
The first factor is the level of organisation required to participate
in the market. Individuals do not possess the capability to process
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drugs from raw materials or chemicals, arrange bulk shipments
and sell those amounts on the street. Thisrequired organised groups
who must negotiate supplied and payments, arrange transport and
distribution, provide security protection and then launder the pro-
ceeds. The second factor is that organised crime is attracted by
vast profits. Most estimates of the UK drug market are between 3-
9 hillion pounds sterling although these figures should be treated
with caution.

13. Heroin:

Although heroin abuse amonst the popul ation islessthen 0.5%,
the consequences of the trafficking of this drug are considerable.
The pursuit of petty crime to support addition together with crimi-
nal profits being redirected to other illegal activities mean that the
cost to society is a a great deal more than the drug's estimated
street value of 145.4 million pounds sterling. These figures, of
couse, only relate to amounts seized which we must assumeisonly
asmall proportion, perhaps 10% of the overall quantity imported.

Evidence suggests an increase in heroin usage throughout the
UK which is an attractive market for heroin traffickers with whole-
sale prices generally higher than in the rest of Europe, largely be-
cause of the greater threat of interdiction en route. Around 80% of
heroin seizures are linked to Turkish organised crime.

14. Cocaine:

The street price of cocaine remains low, suggesting wide-
spread availability. Crack concaineisavailable but its use does not
appear to be as common.

Although Spain representsthe traditional route for cocaine
entering Europe, because of cultura linkswith South America, other
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routes through Africa and Eastern Europe are becoming more im-
portant. south American crime groups continue to develop links
with Eastern European and Eurasian crime groups to target the
European market which will remain one of the most profitable
markets for cocaine.

15. Cannabis:

73. Cannabisresin remains the most widely available form of
this drug but now only accounts for about two thirds of all sei-
zures, down from about 90% a few years ago. Most of the UK’s
cannabis resin orginates from Morocco and tends to be imported
by UK-based organised crime groups with the heavy involvement
of spain-based UK criminals.

The Rif mountain region of northern Morroco is the source of
60-80%, (1800-2500 tonnes per year), of the cannabis resin sup-
plied to the illicit market in Western Europe. It is no understate-
ment to say that the economy of the region is dependant upon this
trade and attempts to engage the M oroccan authorities on the mat-
ter have, to date, proved rather less than successful.

Thereisgrowing evidence to suggest that oranised groups are
becoming moreinvolved in domestic cannabis cultivation, thereby
avoiding the difficulties presented by the need to organise impor-
tations.

The Central Asian republics havethe potentia to producelarge
amounts of cannabis and it is predicted that this region will be-
come amgjor source of the drug.

16. Synthetic Drugs:

Itiswidely predicted that the world-wide threat from synthetic
drugswill one day be greater than the threat from traditional plant-

73




based drugs such as heroin and concaine. Innovation in this field
indicates that new drugs, which may not be covered by existing
legislation, are liable to be introduced onto the market.

Themain production areasare currently, principally, the Neth-
erlandsand Belgium athough Eastern Europeisbecoming increas-
ingly important, particularly with regard to the German and Nor-
dic markets. Some state companies in China have been found pro-
ducing illicit chemicals.

17. Corruption:

Two levelsof corruption have been identified; institutional and
individual. Institutional corruption is dependant upon the political
regimewithinacountry and involves endemic, systematic and wide-
spread corruption and isrelated to structural factors present within
society. There is little evidence of such corruption in the United
Kingdom.

Individual corruptionismuch more common and an NCI S sur-
vey this year has identified a small number of cases suggesting
that major criminals make use of friendly police or Customs offic-
ersin order to further their criminal enterprises. The sort of "help"
offered would typically include supplying the criminal with infor-
mation concerning current operations or "turning a blind eye" to
criminal activities.

Recently the Metropolitan Police Service, (MPS), set up aspe-
cial undercover unit aiming to report upon cases of police corrup-
tion. The Commissioner of the MPS has recently gone on record
stating that he believed there were around 250 officers (0.9% of
the uniformed establishment) who could be considered corrupt.

According to other sources, some 15% of criminal groups re-
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corded were suspected of attempting to subvert individualsin poli-
tics, public service, the media, the courts, business and law-en-
forcement. Thistrend is set to continue and is firmly linked to the
vast sums of money available to certain criminal groups, particu-
larly those involved in drugs trafficking. It is aso an extremely
worrying trend and needs to be treated with the utmost serious-
ness.

V. Preventive M easur es

83. There has been a genera trend in the United Kingdom
over the past few years towards “pro-active, intelligence-led po-
licing". Thisstems, essentially from the realisation that the widen-
ing gulf between the public demand for policing services and the
availability of those services required a radically new approach.
Given finite, if not shrinking resources, coupled with the inexora-
blerise in crime evident since the end of the last war, it was clear
that the traditional reactive police response to crimewould become
increasingly less effective, giving rise to the fear that vigilante
groups, poorly trained private security companies and individual
members of the public would fill the gap.

Theideais asimple one; without entirely abandoning the old
reactive style of policing, significant resources would be shifted
towardstargeting the most prolific and dangerouscriminals. Since,
for example, one criminal may be responsible for a large number
of individual crimes, carrying out atraditional investigation in re-
spect of each crime appearsto offer poor valuefor money when set
against the likely effectiveness of concentrating on the criminal
himself. Thisis pro-active policing and means taking the battle to
the enemy rather defending against attack. It also meansthat there
isaneed for reliable, quality intelligence.
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L aw-enforcement has traditionally been viewed as something
apart from the world of intelligence, but thisis changing. In fact,
the use of intelligence has always been there, most often in the
guise of informants; the difference today is to be found in awider
and more structured approach where pro-active tasking coupled
with classic and technical surveillance are all brought to bear on
the problem. The end of the cold war has al so freed up some of the
recourses of the intelligence agencies and these are al so being har-
nessed to the common effort. Such services are no ssimply pro-
vided in isolation; there is also a process of education underway
whereintelligence service experience and expertise have begun to
permeate through the law-enforcement world.

The aim of all law-enforcement activity is, ultimately, the ab-
sence of crime. In this context, arrest and prosecution constitute
one weapon in the armoury; where this proves impossible, (unus-
able evidence, jurisdictional problems, etc), the selective and con-
sidered use of disruption techniques constitutes a further weapon.
To this end, resources may be devoted to disrupting distribution
networks, illicit financial transactions etc. Overt surveillance and
photography of prolific criminals has also been shown to have a
significant effect.

Effective international law-enforcement co-operation is also
vital if quality intelligence is to be obtained in a timely fashion.
Often, quick reaction to requests for information is an indispensa-
ble corollary to a successful outcome. National bureaucracies are
not designed for speed and, as part of the effort to ‘oil the wheels;
thereis anetwork of liaison officers spread throughout the world.

In tandem with these particular developments have come a
variety of other initiatives all aimed at reducing crime and the fear
of crime. (There have recently been encouraging statistics which
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may indicate that the tide has at last turned, although wider social
factors are no doubt also having an effect). Law-enforcement has
been obliged to look outwards at the surrounding political, social
and commercial environment and to engage with decision-makers
in these and other areas to ensure that everyone considers what
impact their activities may have upon the level of crime. The vari-
ous branches of law-enforcement have also recognised the need
for far greater co-operation and even, in some cases, for integra-
tion; where one agency fails, another may be ableto make progress
This trend has come to be known as the “multi-agency approach.

The law-enforcement intention here is to make crime harder
to commit. In this area, we are only limited by out imaginations.
From ‘designing out crimein the layout of housing estates and car
anti-theft devices to co-opration with financial institutions, there
isavast raft of measures, both actual and theoretical, which could
be and are being employed to that end.

V. Conclusion

Theideas set out in the previous section are embodied within
the organisation of the National Criminal Intelligence Service. In-
telligence-led policing is central to tackling serious and organised
crime effectively and the NCISisthe focal point for law-enforce-
ment activity in this respect. Sir Geoffrey Dear, in his latest In-
spection Report, wrote, “ an effective national responseto the prob-
lem of organised crime requires effective collaboration between
all law-enforcement agencies and the NCIS has a mgor, and pos-
sibly unique, role to play in developing and cementing such ar-
rangements.
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